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Real time, machine curated, Al enhanced, threat intelligence
delivered right to your Anomali ThreatStream console for
early warnings and triage of critical threats
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Use case

Customer

Problem

An organization trying to proactively detect and triage threats, with
access to multiple threat and vulnerability intelligence feeds
connected to Anomali ThreatStream

Team overwhelmed by noisy threat intelligence feeds delivering no
context for reported vulnerabilities and loCs. No easy way to filter
threats and vulnerabilities simply based on vendors, products and
services used by the organization.
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Access to a real time threat feed with ability to filter and
contextualize threats and vulnerabilities based on simple list of
vendors, products and services.
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S O l u t i O n Real-time, machine curated, Al enhanced
and filtered threats delivered via a
premium Anomali ThreatStream App
available on the Anomali Marketplace

@ Cutting edge threat intel @ Marketplace App @ Reduced noise and faster triage
Patented, machine curated, Al enhanced real- A premium Anomali threat feed integrated with Anomali users see only relevant threats and
time, threat intelligence surfaces and predicts ThreatWorx Attenu8 platform vulnerabilities which reduces time to detect
cvss scores, exploitability, weaponization by and triage critical vulnerabilities

crawling www/dark web
Avoid all human induced errors, misses in
threat & vulnerability intel.
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How does 1t work - 1

® Setup your ThreatFilter in ThreatWorx Attenu8 Platform

A ThreatFilter is simply a list of keywords which can include vendors, products, services that the platform
uses to filter new threats and vulnerabilities as they surface.

ThreatWorx Attenu8 uses these keywords to determine their relevance to the surfaced threats rather than
just a find / grep.

= /3Center | Intelligence Impact & Insights

ThreatFilter Keyword Conﬁgu ration manage keywords that will constitute the ThreatFilter # ThreatFilter Keyword Configuration
/ 52
_ Add New Keyword
. A Filter
Y /
o
Included Keyword Excluded Keyword(s) Actions
microsoft sharepoint,excel E
=
cisco ios [x}
]
redhat openshift "
0o %)

oracle java

% ]
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/ How does It work - 2

©® Get your ThreatWorx API key

ThreatWorx ReST API allows downstream applications to integrate and build custom workflows for triage
and remediation

13 Center | Intelligence Impact & Insights ketonne@yahoo.com &
API Key Ma nagement Manage API key for this account. # | APl Key Management
(Y
2 The API key can be used for consuming the ReST APl and using twigs as the API_TOKEN. Each ThreatWorx user can generate his/her API key and sharing API keys is strongly discouraged unless being used as service
/ = accounts.
2 You can generate a new key if you do not have access to your existing key or you have never generated the key. For security reasons the key will only be displayed on the screen at the time of generation.
/ Read more about AP Key usage, twigs guide
' <
API Key - g % e o g g ok o o o o o ok ok
[® :
y
/ 2y Copy to clipboard Generate New Key
(]
o
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How does 1t work - 3

/ ©® Get the ThreatWorx Premium Feed App from the Anomali Marketplace

Activate the app using your ThreatWorx API key

< C' @ ui.threatstream.com/store?q=threatworx Qa  w » 0O 2

ANOMALI THREATSTREAM IIII 11* ==' N ﬂ

DASHBOARD MANAGE ANALYZE RESEARCH APP STORE

APP (Alliance Preferred Partner) Store Upload New Enrichment
iy
FILTER OPTIONS < threatworx n Hl = @
SubsEgRion Type Premium Feed Active
|| open source New
Premium
: Free - t t
<o> th
Product Type v rea Wo rx
(] Feed
_ || Enrichment
4 Vendor ThreatWorx Threat and Vulne
All = Machine curated, Al enhanced threat and
i wulnerability intelligence with advanced
Status keyword based filtering and noise reduction
(] Available
|| Requested
J Active
[ Coming Seon Manage

Intelligence Initiative

|| Fraudulent Activity

J Geopoaolitical

|| Threat and Risk Analysis

:I Vulnerability and Patch Management
(] Adversary Monitoring

:| Brand Monitoring

] Malware Intelligence

|| pomain Monitoring

|| Phishing
M1 aaakila
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How does 1t work - 4

©® ThreatWorx Channelis available in Anomoli Marketplace

THREATWORX THREAT AND VULNERABILITY INTELLIGENCE o

Machine curated, Al enhanced threat and vulnerability intelligence with advanced keyword based filtering and A, h
noise reduction < : » t rea tWO X

Product Type Vendor Status
Premium Feed ThreatWorx Active
Health Credentials
Channel Name History Health Last Run Interval

ThreatWorx Threat And Vulnerability Intelligence - Threa... IIIIIIIIII I IIIII IIIIIIIIIII % 29 May 2023 12:10 1h

Send Error Notifications

No Data Threshold

MNever

Cancel Deactivate ESSaVECHANEES
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How does 1t work - 5

© Threat / Malware Feed is available in Anomali ThreatStream Console

“—

C & ui.threatstream.com/search?feed_id=80538&created_ts_ gte=2023-05-22T20:01:25.000Z&type=domain

ANOMALI | THREATSTREAM

Observables

FILTER OPTIONS

TLP

| Red
Amber

| Green

| White

Minimum Confidence

Tags
Search Tag
Add

Streams

Search Streaims

| | abuse.ch - SSL Blacklist

[ | Anomali Darkweb

| Anomali Threat Research TOR Nodes
| Anomali Twitter

| | blocklist - greensnow OSINT

|| Blocklist Apache Attacks

| | Blocklist Bots

| | BotScout IP

| | Botscout BOT IPs

<

Type your search

U oA & VU THREATWORK THREAT AMD VULMERABILITY INTELLIGENCE - THREATWO RSO & LN 22 MaY 2023 13:01 ®

20

Created =

29 May 20231209

29 May 2023 12:09

29 May 20231209

26 May 2023 21:119

26 May 2043 21119

26 May 2023 21:19

26 May 2023 21119

26 May 2023 21:19

26 May 2023 21:19

26 May 2023 21:19

26 May 2023 21:19

iType

Malware Domain

Malware Domain

Malware Domain

Malware Domain

Malware Domain

Malware Domain

Malware Domain

Malware Domain

Malware Domain

Malware Domain

Malware Domain

MAMAGE

Indicator ...

wpksl. mel

kthvz dnsf...

su.vealcat,,,

redirectin.

guardnew...

elpais.me

edolios.c...

linkit.cloud

conink.one

nemshi-n...

tsapp.me

Hi

A~

RESEARCH

-_—
um
APP STORE

1 - 50 of 320 items

Confiden CountryStreams/Source

100

100

100

100

100

100

100

100

100

100

100

CEMN

L5 .

HE

Us W4

U5 .

UsS i

AL EE

LS =l

ML =

Us g

us =

ThreatWorx Threat and Vulnerability Intelligence - Threatwors.io
ThreatWorx Threat and Vulnerability Intelligence - Threatwors.io
ThreatWorx Threat and Vulnerability Intelligence - Threatwors.lo
ThreatWorx Threat and Vulnerability Intelligence - Threatwors.io
ThreatWorx Threat and Vulnerability Intelligence - Threatworx.io
ThreatWorx Threat and Vulnerability Intelligence - Threatworx.io
ThreatWorx Threat and Vulnerability Intelligence - Threatwors.io
ThreatWorx Threat and Vulnerability Intelligence - Threatworx.io
ThreatWorx Threat and Vulnerability Intelligence - Threatwors.io
ThreatWorx Threat and Vulnerability Intelligence - Threatwors.io

ThreatWorx Threat and Vulnerability Intelligence - Threatwors.io

Visibility

My Qrganization
My Qrganization
My Organization
My Organization
My Qrganization
My Organization
My Organization
My Organization
My Qrganization
My Organization

My Organization

Bulk

Tags

SOUrC...

SOUrc...

SOUrc...

threa...

threa...

threa...

threa...

threa...

threa...

threa...

threa...

Advanced

o

h
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How does 1t work - 6

©® Vulnerability Feed is available in Anomali ThreatStream Console

« C

~ Owner

& ui.threatstream.com/threatmodels?model_type=vulnerability

W Vulnerability
Vulnerability
b Vulnerability
Vulnerability
Vulnerability
Yulnerability
Yulnerability
Vulnerability
Vulnerability
Vulnerability
Vulnerability
Vulnerability
Vulnerability
Vulnerability
Vulnerability
Yulnerability

Vulnerability

CVE-2023-24598

CVE-2023-24599

CVE-2023-24600

CVE-2023-24600

CVE-2023-24602

CVE-2023-24603

CVE-2023-24604

CVE-2023-24605

CVE-2023-22970

CVE-2021-1429

CVE-2021-1423

CVE-2021-1449

CVE-2021-1437

CVE-2022-20677

CVE-2023-28302

CVE-2023-2491

CVE-2023-24540

Published

Published

Published

Published

Published

Published

Published

Published

Published

Published

Published

Published

Published

Published

Published

Published

Published

Analyst

Analyst

Analyst

Analyst

Analyst

Analyst

Analyst

Analyst

Analyst

ThreatWorx Threat an

ThreatWorx Threat an

ThreatWorx Threat an

ThreatWorx Threat an

ThreatWorx Threat an

ThreatWorx Threat an

ThreatWorx Threat an

ThreatWorx Threat an

& NVD CVEs

& NVD CVES

& NVD CVEs

& NVD CVEs

& NVD CVEs

@ NVD CVEs

& NVD CVEs

@ nvD cvEs

& NVD CVEs
My Crganization
My Crganization
My Crganization
My Organization
My Organization
My Organization
My Organization

My Crganization

Q o « » 0 &

Analyst

Analyst

Analyst

Analyst

Analyst

Analyst

Analyst

Analyst

Analyst

devops+org_id_5249@...
devops+org_id_5249@...
devops+org_id_5249@...
devops+org_id_5249@...
devops+org_id_5249@...
devops+org_id_5249a@...
devops+org_id_S5249@...

devops+org_id_5249@...

28 May 2023 2015

28 May 2023 2015

28 May 2023 2015

28 May 2023 2015

28 May 2023 205

28 May 2023 205

28 May 2023 2015

28 May 2023 20:15

28 May 2023 2015

28 May 2023 19:55

28 May 2023 19:55

28 May 2023 19:55

28 May 2023 19:55

28 May 20231955

28 May 2023 19:55

28 May 2023 19:55

28 May 2023 19:55

5 & Next

E
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How does 1t work - 7

©® Vulnerability Details from ThreatWorx available in ThreatStream Console

& C* @ ui.threatstream.com/vulnerability/2998500 a M &« 0 2 :

VULNERABILITY DETAIL

e Kl o O 0 0 © o

th
® Publication Status: Published
Published Date: 28 May 2023 19:55
TLP: Red (5
' Tags Visibility Intelligence Initiative Stream CV55 2.0 Score  CV55 3.0 Score
Vig|bil Ity My Organization  Add Intelligence Initiative  ThreatWorsx Threat and Vulnerability Intelligence - 5 MAA
My Organization E.§., First Tag, Second Tag Threatworx.io

S

Description Associations (1) Investigations (0) Attachments (0) Histary Enrichments
4 Summary: Microsoft Message Queuing Denial of Service Vulnerability

Publisher: NVD

CVSS: 5.0 (Predicted)

Probability of exploit: 3%

/ What's changed: related wvulns

Why am | seeing this: Found keyword [microsoft] in vulnerability summary of advisory

Comments

Add a comment Red @
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Y The Result

©® Real time, machine curated, AI enhanced, filtered threat intelligence
delivered to your Anomali ThreatStream Console

@ NVD
GitHub

Filtered vulnerabilities

\

Observables / loCs

©;

ThreatWorx Attenu8 Anomali Marketplace
Machine curated, Al App
enhanced threat and

vuln intelligence

Threat Reports

Anomali ThreatStream




